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Abstract— The paper focuses on the legal, data security and
privacy issues of the STORK (Secure idenTity acrOssdRders
linked) infrastructure and aims (a) to summarize the main
findings and (b) to identify key points that the STGRK
consortium and stakeholders need to resolve in ordéo make the
STORK security and privacy framework more robust, with the
ambition to contribute to more strategic and far-reaching road-
mapping and decision making in Europe in the field belectronic
identification and authentication. Our findings are based on the
roundtable discussion with experts and other staketiders on the
privacy and security legal challenges associated tross-border
use of national authentication solutions within STOK pilot
projects.
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approach to privacy, security and data protecti®ection IlI).
In Section IV the main findings on key relevant exdp are
presented together with STORK choices for eachheimt
(exchange of national identifiers, user centri@tyd consent,
data minimisation and storage, information secuitityiDM
(Identity Management) systems, certification andgale
liability/accountability). Finally, section V addsses the key
guestion of implementation of a trust framework eldisting
possibilities that require further exploration e tnear future.

A major goal of STORK is to create trust and cosssron
data protection and other privacy and securitygssisuch as
security level compatibility) between European &ah order
to win acceptance and recognition for STORK's dpeci
electronic IDM solutions amongst the elD community
Europe and beyond. The security of STORK IDM systemd

GOALS AND CHALLENGES FOR STORK

Privacy and data security challenges are associaté@spective communications requires the developmamd

primarily to the privacy of the citizen, via the wanted
disclosure of personal information and its subsetju@suse,
as happens with online identity fraud. Insofar asaey and
security issues threaten fundamental citizen rigBfBORK
addresses them in the context of cross-border &®snit
enables. Privacy risks can affect the various ed@ctronic

Identity) schemes’ degree of usage and decreas& th

popularity, making enforcement of any obligationsooren
difficult. Good management of such risks relatesdth the
identification of potential impacts resulting froam exposure
of information assets to loss, theft or destrugtemswell as the
definition of protection mechanisms that will deliv a
reasonable assurance that information is effegtipebtected
and that the residual risk can effectively be ataxbpby
individuals and/or organizations.

Addressing privacy and data security issues inlige of
these risks is of the utmost importance in ordecriate the
necessary trust in the users of STORK-enabled -dtroster
eServices in the context of a future single Eurapslactronic
identification and authentication area.

This paper addresses the mentioned privacy anditsecu
challenges by identifying STORK goals in relatian them
(Section II) and by explaining STORK’'s comprehersiv

implementation of consistent policies to ensurefidentiality

and integrity of identity data stored and exchandsd
participants across private and public systemsretorks, as
well as across sectors.

Additional to privacy, legal liability and securjtthe key
challenge is to successfully deal with regulatooynplexity
@nd turn regulatory obligations into an enableheatthan a
barrier to elD interoperability across European decs.
Considering that STORK is a flagship for European e
Government and by proving that pilot services dgbd across
borders can make a significant difference to aitize
businesses and administrations, STORK has the fmit¢o
create substantial demand for key enablers suaheatronic
identification and interoperability; for instandey providing
common pan-European privacy and security mechantems
foster the necessary trust between all partiesiiedo The
above issues pose a set of legal and securityeciga$, which
also arise from the analysis of the legal provisipartaining to
authentication in the various Member States of Eneopean
Union (EU) [1] and the proposed Security Environtrih


bzwattendorfer
Typewritten Text
Koulolias, V.; Kountzeris, A.; Leitold, H.; Zwattendorfer, B.; Crespo, A.; Stern, M., "STORK e-privacy and security" 5th International Conference on Network and System Security (NSS), 2011, pp.234-238
URL: http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=6060006&isnumber=6059944
©2011 IEEE

bzwattendorfer
Typewritten Text
     

bzwattendorfer
Typewritten Text
 


Ill.  STORK PRIVACY AND SECURITY APPROACH

STORK's privacy, data protection and security applois
based on a strong architecture; on the definitrmhapplication
in practice of a set of common (valid at pan-Euespscope)
security QAA levels (Quality Authentication and Assnce
levels) and the adoption of SAML 2.0 (Security Atse
Markup Language) protocol for identity informatierchange.
Moreover, STORK employs a user centric approach fo
addressing privacy issues with respect to userraoruf
personal data.

A. Architecture

administration (service) in a cross-border contéTORK
QAA) necessary to increase trust and achieve ipezatbility.
Four quality assurance levels (no, low, high, obssantial
assurance) have been defined, as shown in Fign @efining
the four QAA assurance levels, based on a deseipti
approach of underlying registration and autheribcaphase
processes, STORK took into account several orgtoiied
pnd technical factors; therefore, a set of requer@sihas been
defined for an authentication process to fit a Hgetevel
(mapping). The QAA model assesses the overall assar
level of each MS to an authentication scheme (dinty
registration or enrolment and provisioning or aatfoation).
This model aims to guarantee the correct mapping®felD

STORK acts as a key enabling agent for cross-bordeguthentication levels onto a common QAA.

electronic  identity  processes. STORK
encompasses two existing models and enables thgnam
interoperability. Each model has its own advantages
limitations; for STORK neither one can be considesaperior

to the other. It is worth noting that STORK arcbitee builds
on and extends previous work on the field of elD
interoperability such as IDABC's (Interoperable Dety of
European eGovernment Services to public Adminisinat
Business and Citizens) European Interoperabilitgni@work
(EIF) and acknowledges and incorporates pre-egistational
elD infrastructures and schemes. STORK architeatare be
federated by means of national gateways or implésdeim a
fully distributed way, integrating the various idign tokens
and assuming direct communication between theecitiand
the service provider with no intermediaries as showFig. 1.

architecture

Standardised quality measures and correct mapgditigeo
different QAA levels is expected to improve the fadence of
the service providers and the citizens. It allows@ a unified
approach and semantics to communicate among mestaies
with respect to authentication processes, the tda@mparison
of the quality of such processes and offers the esam
opportunities to equally QAA rated authenticatisogesses.

Therefore, it is necessary that all MS implemeng th
necessary mapping of the national elD solutionso athie
common STORK QAA model defined for interoperabilityg
the STORK project, the correct interpretation oé tQAA
levels by service providers in the participating MdSassured
by close links between real pilots and providers.

C. Protocol for identity information exchange

The SAML v2.0 federated identity protocol for idignt
information exchange has been chosen considerisg
widespread use in several MS, implemented and éetewith
proprietary metadata by STORK, as shown in Fig. 2.

it

The protocol representation shows that all actiares carried
through the citizen’s browser. This integrates stiigowith
the “user centric approach” employed by STORK (pegt

section). All messages exchanged (both requests and
o responses) are digitally signed and also carry Qlevel

E‘ s, information.

Service o 'I\‘ e ““"‘;",‘;:,"”"

Provider \ A = s o

O _— =1
Figure 1. STORK federated architecture @.: i o
as - =
B. QAA model
Existing electronic authentication and identifioati

mechanisms across Member States (MS) are often

heterogeneous and each application makes its owigrde
decisions leading to a large variety of mechanisffectively

implemented without coordination i.e. pin code, gyawds,

PKI (Public Key Infrastructure), smartcard, etc.cBua

situation results in high implementation costsureng charge
to maintain and operate the authentication prosess®l

difficulties to interconnect systems.

STORK has defined a common model
recommendations for assurance level mapping, termaie
the Assurance Level

and

2]

& authemication (elD ca

€D additional attributes gathering
@ cortified identity is sant to Service Provider

@ servico open to citizen

Figure 2. Federated Identity (SAML 2.0) protocol

provided by each Member State



D. User centric approach

For certificates used in the context of STORK’sopil

STORK employs a user centric approach for addrgssin@Pplications (that may include national ID numbersje

privacy issues with respect to user control of pest data.
This approach lets users choose what personaltaaliaclose
under various conditions and which credentials resent in
response to authentication or attribute requeststead of
relying on the vendor-to-vendor systems integradod trust
contracts of federation, service providers or rajyiparties
authenticate a claimant by relying on the iderdggyvices of an
identity provider of the claimant’s choice.

In order to enforce a user centric approach, STGRks
unambiguous consent of the user, as meant in Arfi¢h) of
the Data Protection Directive (1995/46/EC) [4]. ghi
requirement:

e Does not present a problem when the data is destlby
the claimants themselves.

e |tis also not a problem when data can be obtaired a
certificate presented by the claimant (for instarta&en
from a certificate on a smart card used by thenai).
The attributes that are relevant to the STORK ser.g.
the name) are well standardised.

e May present a problem in some cases because ckt&in
do not allow the use of national certificates & arth
identifiers across borders.

IV. KEY FINDINGS AND DECISIONS
The Data Protection Directive (1995/46/EC) has reali

bearing on the STORK project because most of tha da

exchanged in citizen-government interactions are b®
considered personal data. This means that persdat
(including attributes of the claimant) may only fr@cessed if
the requirements of Article 7 of the Directive amet.

A. Use and exchange of national identification numbers and
other identifiers

The use of national identification numbers by a bhanof
member states (such as Estonia, Germany and tiher\etds)
presents a challenge. Article 8(7) provides that déBrmine
conditions for use for national identification nuenb and other
identifiers. In most countries, the use of thesenlbers is
restricted and regulated by law. This in effect ngethat they
cannot be processed in cross border e-Governnienadations,
which include storage. To make things more comfditathe
use of such persistent (unique) identifiers is aldwed in
certain MS such as Germany.

Therefore, as (national) ID numbers may generatly be
used across MS borders, there are two major legaldations

[3]:

solution proposed by STORK is the use of opaque. (i.
unstructured with no semantic meaning to its valaej
transient identifiers with the following characstigs.

e Opaque and transient identifiers
V' E.g. one-way encrypted value
e Session-based

e Service-context based or country-specific iderrfie
Each Service Provider (SP) has its own unique
identifier (e.g. university, or a private companyhen
user will keep a specific identifier for each seevand
does not have to share an identifier from one servi
with the other. This is obtained by using national
number derivation, without any storage of these

“mappings”.

\ Different per country, sector, institution,
application

V' Original number only recoverable by
Government

Processing and rules that potentially derive frogtiomal
identifiers need to consider the territorial prpiei of the data
protection directive — the applicable law is detered by the
national law where the data controller is establish

B. User centric identity management and user consent

implementation

STORK is entirely user centric and aims to prowadlehe
tools that are required to fulfill every MS’s resfiee needs.
The proposed user centric solution relies on usesent (as
the only ‘general enough’ basis valid across MS data
processing legitimacy) and ensures that individialge total
control over how their personal data is obtained ased. The
proposed user-centric solution offers the followiegtures:

e Privacy declaration is available at the user iaiezflevel.

e The user will always have to give consent for thecpss
to go through — in some few cases they may have to
actually sign but that depends on the requiremaingsich
Member State.

e Confirmation is performed in the PEPS (Pan European
Proxy Service) and it is provided before leaving th
country.

An example of STORK interface for such citizen camtsas
shown in Fig. 3.

However, for elD data there is currently no cleegal

e The legal status of digital certificates used forffamework about personal data interchange betwe8n By
authentication purposes - if you cannot certify the'€lying on user consent rather than on a solid|lbgais,

attributes it is very difficult to identify who ishe
claimant.

STORK has chosen one option offered by the DatéeBtion
Directive (Article 7) that provides a sufficient ratition for
legitimacy. Eventually, a Europe-wide clear legahfework is

e The use of identifiers across Member States — tisere necessary for defining the user consent process.

no common legal framework across the EU.
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Figure 3. Example of STORK consent form

As a result of the above legal considerations, fthel
decision on how to implement user consent is nathed yet.
STORK should still consider whether the proposeer us
consent approach is grounded on legal processes:

e Via website: The data is provided by the user arto
online form on the service provider’'s website. Tla¢a

is validated by the service provider at the appadgr

data controller in another MS based on the user’s

consent. In a practical workflow, the SP contabis t

attribute provider authority in order to access the

claimant's ID attributes that are needed for an
authentication/ registration process. In this césere
has to be a legal relationship between these estiti
and the best place to obtain the user’'s conserthéor
attribute transfer might be at the attribute previd
authority (or the responsible government actor)isTh
authority will immediately provide the identity
attributes after having obtained the consent. Butas

may only be obtained for very specific reasons

communicated to the user as per data protection’
principles of data minimisation and proportionality

Processing of personal data should additionally begy

limited to a specific timescale (i.e. until the pase for

which personal data were requested is fulfilled or

ceases to exist).

Direct user interaction: A system of user contrbich
is quite different in that the information is alveay
provided by the owner of that information. In a
practical workflow, it will be information sent bie
users’ computer (the data will be stored on thesise
computer, signed by the user and sent to the 8RM), s

effect it is always the user sending elD data and

attributes to the SP. This is very important beeaus
otherwise we face the problem of one server sendin
information to another (depending on the specifis M
and/or cross-border interaction this might be
unavoidable but otherwise legal). In the directruse

interaction model there is no direct connectiomieen

one server and another; one public admin serveratan
send attributes to another directly, even if therus
gives consent. The process always has to go through
the user.

In December 2010, STORK and Art. 29 e-Government
Subgroup explored in detail aspects like the PERSet the
approach to user consent and control, applicable (ice.
territorial principle), traceability aspects (hagHegs, retention
periods), security (self-assessments, accreditagdification),
identifiers, requirements for special categoriesiive data
(beyond STORK), etc. STORK sought advice from Aegti29
on whether the intermediary role of the PEPS corapbn
should be considered to fall under data controtierdata
processor categories (or a combination of both).

C. Data disclosure and storage

When the deployment of the STORK architecture I fu
distributed, no data is transmitted to other partii@n the SP.

There is no storage of personal data in PEPS gither
PEPS do not store any attributes. The PEPS is talests
server, once the transaction is completed, the idatkeleted
from memory. Some technical security logs may b, Heut
no citizens’ attributes whatsoever are stored énséérvers or in
those logs.

Minimal data disclosure is supported:

e Only needed data should requested; there is notneed

ask all attributes.

The citizen is always in charge of the step to iekpl
accept to send the attributes asked by a service
provider.

A SP has the possibility to ask optional attributes
this case, the user has the choice to send thewt.or

Some “derived” attributes are available as a data
protection and minimisation mechanism. An example
is the possibility to request a check of the agde tfie
citizen older than 18?"). In this case, only “yes/is
S sent, not the exact age.

Information security

Data security requires the development and impl¢atien

of consistent policies to ensure confidentialityl antegrity of
identity data stored and exchanged by participatoss
private and public systems and networks. Furtheemor
compliance of systems applying such policies tdonat and
European regulation should be enforced and asse3$ed
following are some of the discussion issues inheren
ensuring effective security:

Major challenges relate to the need to minimise the
impact of the disruption or corruption of an IDM
system on any other services that may be dependent
upon it. Consistent security policies that can feliad
across all components of the services will neetieto
developed and implemented.

g



V. HOW TO IMPLEMENT THE TRUST MODEL

The major challenge is the definition of a trustnfiework
which provides confidence in the identity managemen
B’rocesses and the physical security of the systerhss

e Inthe case of sensitive personal data, securitgems
are especially relevant. Auditing controls may be
useful, including automated enforcement of usegsol
and rules. Developing processes and procedures

address the possibility of a data breach will aégpuire
attention.

e Another important consideration will be to ensuratt
the security of IDM systems is rigorously maintaine
in all public and private components. Audit cordrol
can help to ensure that the security measuresatepl
are operating as intended. Likewise, regular applsi
can help ensure that the security of the IDM system
appropriate and fit for the purpose.

A thorough security assessment was explicitly cotetl
by each participating MS according to agreed rudesl
implementation of STORK’s security levels were xarined
from a technical viewpoint to answer several qoestj e.g. is
SAML sufficient to secure citizen’'s data for trae$f Is the
model proposed sufficient to address everyone'dsiee

E. Certification legal liability and accountability issues

Certification accountability and legal liabilitysiges arise
from invalid certificates and inaccuracy of the oimhation
contained in a certificate (smart card based drcafificate or
provided by the user) for QAA3/4 elDs. Some memdtates
use Qualified Certificates (QC) for their elD's, ilghothers
don't. This may lead to difficult liability issudsecause the
liability for damage caused to any entity or legalnatural
person who reasonably relies on that certificateegards the
accuracy and completeness of all the informationtha
certificate, in the case of QC's rests on the {mtion
Authority that issued the certificate, whereas tlismore
complicated for non qualified certification-servipeoviders;
these are likely to have provisions (waiving) retyjag their
liability in their terms of service. Because thare potentially
many certification service providers this may leta a
complicated mesh of different liability regimes.

framework will have to look at:

e Trust considerationsA model to guarantee the correct
mapping of elDs onto a common QAA, considering
business requirements. In particular, it remaindeo
decided on a political level whether the mapping of
national security levels to QAA levels shall be
performed by a European Authority or whether this
should be left to the individual Member States. The
model can be further revised to cater for aspékts |
elDs issued by the private sector, usage (and
limitations to usage) of elDs across sectors or
specifically provisioned services, further elabomatof
token robustness and evaluation of QAA required for
different services, etc.

e Legal considerationtinked to a cross-border service:
these include SLAs (Service Level Agreement), ngvie
of legal acts like the Data Protection Directive veell
as liability, responsibility and accountability uss.
While it seems that the current legal framework may
not be sufficient to deal with the new challenged a
with issues related to cross-border authenticaiivs
national legal rules show different approaches
regarding security, data protection and privacgy k
actions envisaged in the e-Government Action Plan
2011-2015 and the Digital Agenda 2020 will play a
relevant role in the short and medium terms.

The key question is “how to implement the trust efadt

is proposed that several possibilities should bgloeed that
have been under discussion in STORK:

v' Bilateral and multilateral agreements among MS
covering any issue related to liability/ respongii
accountability.

_ Liability for damages caused to a legal entity itizen by v Common Memorandum of Understanding (MoU) for
invalid or inaccurate qualified certificates is Wewith in all MS.

Article 6 of the e-Signature Directive [5]. In pciple the CA

(Certification Authority) issuing qualified certifates is liable v' Accreditation of the systems by a supranational

for damages arising out of inaccuracy of the infation
contained in the certificate at the time of iss@arithe various
member states may have particular arrangementsidoess
specific damages. These provisions should in ppiacinake
cross-border verification of certificates possible.the case

supervisory/  accreditation authority. Common
European legislation regulating all the issues.
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