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Abstract. Smartphones offer a great opportunity to improve govern-
mental procedures and services in terms of efficiency and user accep-
tance. Unfortunately, the heterogeneity of current smartphone platforms
such as Apple iOS, Google Android, or Microsoft Windows Phone 8 ren-
ders the integration of smartphones into such governmental procedures
and services difficult. The choice of the most appropriate smartphone
platform is crucial for the security and success of smartphone based pro-
cedures and services. Making the correct choice is a difficult task as
smartphone platforms are continuously evolving. Furthermore, require-
ments that need to be fulfilled by the chosen platform heavily depend on
the particular use case.
To overcome this problem, this paper identifies use cases, in which smart-
phones can be used to improve governmental procedures and services.
From these use cases, relevant platform properties are derived. These
properties are then analyzed on current versions of the three smart-
phone platforms Android, iOS, and Windows Phone 8. Based on the
results of this analysis, the platforms’ suitability for the identified use
cases is assessed. This way, the paper provides responsible decision mak-
ers from governments and public administrations with a profound basis
for choosing the correct smartphone platform for a given use case.

Keywords: Mobile government, Smartphones, Security, Android, iOS,
Windows Phone 8

1 Introduction

During the past years, smartphones have emancipated from traditional end-user
devices such as desktop computers and laptops. Nowadays, smartphones are an
integral part of the typical western always-on society and frequently used to
access information and services everywhere and at any time. For governments
and public administrations, the recent emergence of smartphones offers new op-
portunities, but also raises new challenges. So far, the integration of information
and communication technologies (ICT) in the context of e-government solutions
has mainly focused on traditional end-user devices. With the recent emanci-
pation of mobile end-user devices, governments and public administrations are
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2 Assessing Smartphone Platforms

requested to take the step from electronic government (e-government) towards
mobile government (m-government) and to integrate smartphones into govern-
mental applications and solutions [1].

The need to open governmental applications and solutions to smartphones
and similar mobile devices raises several problems. Most of these problems are
related to the choice of appropriate smartphone platforms, for which govern-
mental applications should be provided. During the past years, a rather het-
erogeneous ecosystem of different smartphone platforms has evolved. Currently,
Google Android1 and Apple iOS2 represent the most popular smartphone plat-
forms. However, also other platforms such as Microsoft Windows Phone 83 or
BlackBerry4 hold market shares and can be expected to gain relevance in future.

Unfortunately, current smartphone platforms differ significantly in terms of
provided functionality and implemented security features. Hence, responsible de-
cision makers must decide for each platform separately, for which applications
this platform is suitable. This decision depends on the particular application’s re-
quirements regarding security and functionality, and on the particular platform’s
capability to meet these requirements. The choice of appropriate smartphone
platforms is further complicated by their fast and continuous evolution. New
versions of mobile operating systems and new features are introduced frequently
and make it difficult to keep track of the current state of the art.

At the same time, taking wrong decisions can have severe consequences.
This is for instance illustrated by an attack mounted in December 2012 on SMS
based authentication mechanisms of European e-banking portals. By employing
the capability to intercept SMS messages on Android, US$47.000.000 have been
stolen from bank accounts [2]. This incident illustrates that detailed knowledge
of application requirements and capabilities of smartphone platforms is crucial to
make correct decisions regarding the choice of appropriate smartphone platforms.
The comparison of different smartphone platforms has been the topic of several
scientific publications [11]. The capabilities of different smartphone platforms for
different fields of application have also been assessed in literature [12]. However,
few publications have focused on the special field of e-government so far.

In this paper, we provide decision makers from governments and public ad-
ministrations a basis for correct decisions regarding the choice of appropriate
smartphone platforms for security-critical governmental applications and solu-
tions. We start by identifying general use cases that allow for an integration of
smartphones into governmental applications and solutions. For each use case,
we derive a set of research questions that potentially need to be answered by
responsible decision makers. Furthermore, we discuss potential threats for the
identified use cases and derive a set of platform properties that influence a smart-
phone platform’s capability to fend off these threats. Subsequently, we analyze
current versions of the three popular smartphone platforms Google Android, Ap-

1 http://www.android.com/
2 http://www.apple.com/ios/
3 http://www.windowsphone.com
4 http://www.blackberry.com
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ple iOS, and Microsoft Windows Phone 8 according to the identified platform
properties. Based on the obtained results of this analysis process, we finally as-
sess the suitability of the three smartphone platforms for governmental use cases
by answering the predefined research questions.

2 Use Cases

Smartphones have the potential to improve governmental processes in various
ways. In general, two potential use cases can be distinguished. First, smartphones
can be used by governments and public administrations to improve internal pro-
cesses. Second, smartphones can be used by citizens to remotely access provided
m-government services. These two general use cases are discussed in the follow-
ing subsections in more detail. For each use case, research questions are derived
that are potentially relevant for responsible decision makers.

2.1 Internal Usage

Efficiency has become one of the most important requirements for governments
and public administrations [3]. During the past years, the integration of ICT
and the application of e-government has significantly improved the efficiency of
internal governmental processes. Nowadays, smartphones offer great opportuni-
ties to further improve efficiency by providing employees of governments and
public administrations access to internal infrastructures and data anywhere and
at any time. In most cases, smartphones are issued by the employer to its em-
ployees. However, recently a new trend called bring-your-own-device (BYOD)
has emerged [5]. BYOD means that employees are allowed to use their own pri-
vate smartphones to access corporate infrastructure and data. This saves costs
for employers and is hence also interesting for public bodies that need to save
money. However, BYOD also raises several security challenges as employers typ-
ically have no or only limited control over used smartphones.

In any case, the internal use of smartphones by employees raises several
challenges for governments and public administrations. If responsible decision
makers decide to allow employees to access internal infrastructures and data
with smartphones, they need to find answers to the following questions.

– Q1: Which smartphone platforms should be chosen when equipping employ-
ees with smartphones?

– Q2: Which smartphone platforms should be supported in BYOD scenarios?
– Q3: Which smartphone platforms are in general beneficial in terms of secu-

rity and functionality?

2.2 Citizen Applications

Smartphones are gradually replacing established end-user devices such as desk-
top computers or laptops and are evolving to the most preferred end-user devices
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for accessing information and services. To react to this trend, governments and
public administrations are requested to provide e-government services also for
mobile end-user devices. Considering the current heterogeneous ecosystem of
smartphone platforms, governments and public administrations have to decide
for which platforms to provide mobile e-government applications. In particular,
application providers need to find answers to the following research questions.

– Q4: Which smartphone platforms should be supported by provided m-government
applications?

– Q5: Which level of security can be assumed for different smartphone plat-
forms?

– Q6: Which smartphone platform provides most functionality for m-government
applications?

3 Threat Analysis

To answer the above-defined research questions, different criteria can theoreti-
cally be taken into account. For instance, the choice of an appropriate smart-
phone platform can be based on platforms’ current market shares or the price
of respective end-user devices. However, for governmental applications, security
is usually one of the most important criteria. In this section, we first elaborate
on threats that potentially compromise the security of smartphones used in the
above-mentioned use cases. From these threats we then derive a set of platform
properties that are relevant for the security of a smartphone platform.

3.1 Assets and Threats

Data being stored and processed on smartphones represents the basic asset of
smartphone based governmental applications. This applies to scenarios, in which
employees of governments and public administrations access internal data with
their smartphones, and also to scenarios, in which citizens use their smartphones
to execute provided m-government applications and consume m-government ser-
vices. The capability to protect data being processed and stored on mobile end-
user devices is hence the main quality measure for smartphone platforms.

On current smartphone platforms, the security of the asset data is poten-
tially compromised. Security issues on current smartphone platforms have been
discussed in [4] and [6]. In general, an attacker can follow two strategies to gain
access to data on the mobile device. These two strategies represent the main
threats for confidential data on smartphones and are listed and discussed below.

– Theft: Due to their mobile nature, smartphones are more prone to loss and
theft than stationary end-user devices such as desktop computers. By steal-
ing the smartphone, attackers can potentially gain access to confidential data
being stored on the device.
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– Malware: Compared to traditional mobile phones, smartphones allow users
to install additional software. Attackers can use this feature and make users
to install malware on smartphones in order to gain access to stored data.
Recent reports show that smartphone malware is indeed a growing issue [7].

3.2 Security-relevant Platform Properties

The security of confidential data stored or processed on smartphones is poten-
tially compromised by the threats theft and malware. A smartphone platform’s
capability to fend off these threats depends on several properties of the partic-
ular platform. Security-relevant platform properties are identified and discussed
in the following subsections. We will later use these properties to analyze and
assess the security of current smartphone platforms and their appropriateness
to be used in the context of governmental use cases.

Data Protection: The capability to reliably protect data even if the device
gets lost or stolen is a key criterion for the assessment of a smartphone platform’s
suitability for governmental use cases. The capability to reliably protect data in
the case of loss or theft depends on the following aspects.

– Access protection: This aspect covers the platform’s support for access-
protection features. These features assure that only legitimate users are able
to access the smartphone’s GUI and data stored on the device. Typical
implementations of access-protection mechanisms on smartphones rely on
password based authentication schemes. When assessing the security of a
smartphone platform, the set of supported access-protection methods and
their resistance against known attacks need to be considered.

– Encryption: Encryption is a cryptographic method that assures the confi-
dentiality of data. Current smartphone platforms typically support different
types and methods of encryption. An important aspect of encryption sys-
tems is the secure derivation and storage of encryption keys that are used
to encrypt confidential data. The set of supported encryption methods and
implemented key-derivation functions are hence main aspects that need to
be considered when assessing the security of smartphone platforms.

– Secure storage of credentials: PINs, passwords, or cryptographic keys that
grant access to protected data or services are usually subsumed under the
term credentials. Credentials represent highly confidential data that need to
be appropriately protected when being stored on smartphones. Some smart-
phone platforms provide especially protected storage locations for creden-
tials. The availability of such storage locations and their capability to protect
credentials are important aspects that need to be considered when assessing
the security of smartphone platforms.

– Mobile device management: Supported security features such as access pro-
tection or encryption are typically optional and need to be manually enabled
by the user. Experience has shown that users often refrain from activating
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these features for convenience reasons. Mobile device management (MDM)
has recently evolved as a potential solution to this problem, as it allows
for a central management and configuration of smartphones. Furthermore,
MDM allows for remote execution of tasks and routines on smartphones.
This way, data stored on smartphones can for instance be remotely deleted
(remote wipe) when the device gets lost or stolen. MDM is mainly applied in
professional environments, where smartphones are for instance issued by an
employer to its employees. In these scenarios, the employer being the owner
of the issued smartphones has the legal and organizational power to centrally
control and configure these devices. For scenarios, in which users use their
own private smartphones, MDM is usually not an option. Still, the support
for MDM solutions is a relevant aspect that needs to be considered when
assessing the security of smartphone platforms.

Malware Resistance: The resistance against malware is another key criterion
for the assessment of a smartphone platform’s suitability for security-critical
governmental use cases. The resistance against malware mainly depends on the
following aspects.

– API and IPC: Basically, malware has access to the same application pro-
gramming interfaces (APIs) and capabilities for inter-process communication
(IPC) as ordinary smartphone applications. IPC capabilities and the pro-
vided API are hence important aspects for an assessment of the platform’s
security. If a platform provides fewer capabilities to access system function-
ality through provided APIs, also malware on this platform is less powerful
as it simply has no access to system functionality. The same basically applies
for IPC and similar capabilities provided by the smartphone platform.

– Resistance against rooting: To improve the capabilities of malware on tar-
geted smartphones, attackers often try to exploit known security flaws of
smartphone platforms in order to gain root access to the smartphone’s op-
erating system. This is a major threat as attackers with root access to a
smartphone can potentially circumvent implemented security measures. The
resistance against rooting is hence an important aspect that needs to be
considered when assessing the security of smartphone platforms.

– Integrated security features: Smartphone platforms implement various fea-
tures to improve the security of smartphones and to fight malware. These
features range from restrictions of potential application sources, over security
measures on operating-system level, to sophisticated permission systems that
restrict capabilities and access rights of installed applications. The availabil-
ity of such security features and their implementation are hence also relevant
aspects that need to be considered when assessing the security of smartphone
platforms.

– Availability of updates: Frequent security updates are an important mech-
anism to fix discovered security flaws and to keep systems up to date.
Outdated and unfixed versions of operating systems typically contain more
known security flaws and are hence more prone to malware based attacks.
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The availability of frequent updates is hence an important aspect that needs
to be considered when assessing the security of smartphone platforms.

4 Platform Analysis

Based on the identified relevant system properties, we analyse current versions
of the three popular smartphone platforms Apple iOS, Google Android, and
Microsoft Windows Phone 8 in this section. BlackBerry has not been considered
in detail, as this platform is currently less popular in private and non-corporate
scenarios. The conducted analysis has been based on literature research, Web
research, and on information provided by the platform vendors.

4.1 Apple iOS

Apple smartphones (iPhone) and the mobile operating system Apple iOS have
significantly contributed to the development and current popularity of smart-
phones. In this section, we analyze the platform’s capabilities to protect security-
critical data and to resist malware.

Data Protection: Access protection, encryption, secure storage of credentials,
and mobile device management have been identifed as relevant aspects regarding
the protection of confidential data on smartphones. These aspects are investi-
gated on Apple iOS in the following in more detail.

– Access protection: Access to iOS devices can be protected by means of nu-
meric PINs or more complex passphrases that contain also alphanumerical
and special characters. However, access protection is disabled by default and
needs to be enabled either by the user or by an MDM solution in place.

– Encryption: Apple iOS supports a comprehensive and powerful encryption
system. Actually, this encryption system consists of two separate subsys-
tems. The first subsystem allows for the encryption of the entire file system.
The second subsystem can be used by smartphone applications to encrypt
files individually. For each file, a protection class needs to be selected that
defines the encryption method, the used key, and the underlying key deriva-
tion method. Depending on the chosen protection class, a secure element
is integrated into the key-derivation process, which significantly improves
the resistance against brute-force attacks. In general, it can be stated that
iOS provides application developers with a powerful encryption system to
protect confidential data. However, it is in the responsibility of the appli-
cation developer to appropriately use and employ the provided encryption
mechanisms.

– Secure storage of credentials: A so-called KeyChain is available on iOS smart-
phones. The KeyChain is an especially protected container that can be used
by application developers to store security-critical credentials on the mo-
bile device. Similar to the encryption system, developers are responsible to
correctly use functionality provided by the KeyChain.
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– Mobile device management: Apple iOS provides broad support for MDM.
An appropriate MDM client is integrated directly into the mobile operating
system. From a technical point of view, iOS is well suited for the deployment
of appropriate MDM solutions, as it allows for a central configuration (e.g.
enable file encryption and access protection) and control (e.g. remote wipe)
of iOS devices.

Malware Resistance: Aspects of the Apple iOS platform that are relevant for
the platform’s resistance against malware are discussed in the following in more
detail.

– API and IPC: Compared to Google Android, iOS provides only a reduced
API for the implementation of third-party applications. The provided API
does not support access security-critical system functionality such as SMS
processing. Additionally, iOS does not provide broad support for background
services and multitasking. While this reduces the power of applications, it
also limits the capabilities of malware residing on the smartphone.

– Resistance against rooting: Rooting or jailbreaking has become very common
on iOS devices. Users typically jailbreak their smartphones in order to allow
for the installation of more powerful applications that circumvent restrictions
of the original operating systems. There are several tools available, that ease
the jailbreaking of iOS devices and that facilitate the rooting of smartphones
also for technically inexperienced users.

– Integrated security features: Apple iOS follows a sandboxing based approach
to separate different applications from each other and to avoid that installed
applications negatively influence each other. Additionally, iOS implements a
permission system that restricts applications’ capabilities to access system
functionality. Access to certain functionality has to be requested by the ap-
plication and granted by the user. Furthermore, iOS allows the download
and installation of applications from the official Apple AppStore only. Ap-
plications offered through this AppStore are subject to reviews and quality-
assurance mechanisms. This complicates the distribution of malware for the
iOS platform and can hence be seen as a security feature.

– Availability of updates: Updates are available for iOS based devices fre-
quently. At this point, iOS is clearly advantageous compared to Google An-
droid. Main reason for the satisfactory situation regarding updates is the fact
that there is only one vendor for hardware and software. The limited number
of different devices and operating-system versions facilitates the provision of
updates on a regular basis.

4.2 Google Android

During the past years, Android has evolved to the most popular smartphone
platform in terms of market share. We analyze Android’s capabilities to protect
confidential data and to resist malware in this section.
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Data Protection: Compared to Apple iOS, Android follows slightly differ-
ent approaches to protect confidential data. Details of supported methods and
mechanisms are discussed in the following.

– Access protection: Android support various different access-protection meth-
ods. Users can define simple PINs or more complex alphanumerical pass-
words to protect access to their device. Alternatively, access to Android
smartphones can also be protected by means of a secret pattern. However,
this approach has turned out to be less secure due to reduced entropy com-
pared to password based access-protection methods. Current versions of An-
droid also support biometric access-protection methods based on photos of
legitimate users (face unlock). Also this method has recently turned out to
be insecure. All access-protection methods are disabled by default and need
to be enabled by the user or an MDM solution in place. Hence, the user
(or a MDM solution) is in charge of selecting appropriate methods and of
choosing secure passcodes.

– Encryption: Encryption is supported on Android since version 3.0 (Honey-
comb). Similar to access-protection methods, encryption is disabled by de-
fault and needs to be manually enabled. In contrast to Apple iOS, Android
does not support file based encryption. If encryption is enabled, the entire
file system is encrypted using AES. The encryption key is derived from a
passcode defined by the user. A secure element is not involved in the key
derivation. Hence, brute force attacks on the passcode (and hence on the
encryption key) can also be carried out off the smartphone.

– Secure storage of credentials: Current versions of Android provide applica-
tion developers with an API to a special data structure in order to securely
store credentials. Similar to Apple iOS, this data structure is called Key-
Chain. The Android KeyChain encrypts stored credentials using AES and
an encryption key derived from the user’s access-protection passcode. A pass-
code based access-protection method is hence a mandatory prerequisite of
the Android KeyChain. Again, the derived key does not depend on a secret
stored in a secure element, which eases the implementation of brute-force
attacks.

– Mobile device management: Compared to Apple iOS, Android supports only
very limited MDM capabilities. Only few system properties can actually be
defined by MDM solutions. Several smartphone vendors tackle this problem
by enhancing Android with proprietary MDM capabilities. This has led to a
significant fragmentation, which in turn complicates the deployment of MDM
solutions and the support of different Android devices. Another limitation
of the Android platform regarding the use of MDM is the lack of integrated
MDM clients. Using MDM on a smartphone requires the installation of a
separate app that acts as MDM client and enforces defined MDM policies.
As this app is subject to the same potential security flaws as any other app
on the smartphone, this approach raises additional security issues.
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Malware Resistance Recent reports show that Android is more prone to
malware than other smartphone platforms. Reasons for this vulnerability are
discussed in more detail below.

– API and IPC: Compared to other platforms, Android offers application
developers a much richer API that allows third-party applications access
to various system features. Additionally, Android provides a wider support
for inter-process communication and allows the implementation of arbitrary
background services. While a rich API and wide support for IPC is bene-
ficial for the implementation of powerful applications, it also allows for the
development of more powerful malware. On Android, malware is able to im-
plement functionality that would require root access to the operating system
on other smartphone platforms.

– Resistance against rooting: The rooting of Android devices is quite common
nowadays. Several tools exist that allow even technically inexperienced users
to easily and quickly gain root access to the operating system of their mobile
phone. Similarly, various malware exists that employs known security flaws to
gain root access to the attacked smartphone’s operating system. In general,
Android’s resistance against rooting must be rated as rather poor.

– Integrated security features: Similar to other smartphone platforms, Android
follows and implements a sandboxing approach to separate third-party ap-
plications from each other. This assures that one application cannot access
data that belongs to another application installed on the same smartphone.
The probably most relevant security feature of Android is its permission sys-
tem [9]. Access to resources and functionality of a smartphone (e.g. access
to stored contacts, access to GPS functionality, etc.) requires appropriate
permissions. For instance, if an application wants to make use of e.g. GPS
functionality, it has to request assignment of the respective permission. Re-
quested permissions have to be granted by the user upon installation of the
application. Hence, the user is responsible for assigning requested permis-
sions and for defining access rights and capabilities of installed applications.
This is also the main problem of Android’s permission system. Users are
often not aware of implications of granted permissions and often do not
understand this security feature [10].

– Availability of updates: Android suffers from fragmentation. Several smart-
phone vendors supply their devices with modified versions of the Android
operating system. In these cases, vendors are responsible to supply customers
with appropriate system updates. As the provision of system updates causes
effort but does not directly produce profit, updates are often provided on an
irregular basis only.

4.3 Microsoft Windows Phone 8

Microsoft has launched its new smartphone platform Windows Phone 8 (WP8)
in late 2012 with the aim to catch up with the currently leading platforms Google
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Android and Apple iOS. In order to analyze its security and suitability for gov-
ernmental use cases, this section discusses identified security-relevant properties
of Windows Phone 8 devices.

Data Protection: Relevant properties that influence WP8’s capability to pro-
tect confidential data are discussed in the following in more detail.

– Access protection: Windows Phone 8 supports the definition of 4 to 16 digit
numeric PINs to protect access to the device. Interestingly, a first analysis
shows that alphanumeric passphrases can only be used in conjunction with
an MDM solution being in place.

– Encryption: According to the official documentation, the Windows Phone
8 platform uses the BitLocker technology for full file-system encryption [8].
The used encryption keys are stored in a trusted platform module (TPM)
that is mandatory for each Windows Phone 8 device. Integration of the
TPM into the encryption system assures that only trusted boot components
verified by an UEFI Secure Boot environment are able to decrypt the file
system. Interestingly, file-system encryption can only be activated by MDM
policies but not by individual end users.

– Secure storage of credentials: To securely store confidential data as well as
credentials in the application’s isolated storage, data can be encrypted using
WP8’s data protection API. The used decryption keys are unique for each
application and generated at the first start of an application. The keys are
derived using the TPM, the user’s credentials, and an application identifier.

– Mobile device management: WP8 supports basic MDM policies to centrally
define access protection mechanism, enable disk encryption, and to apply a
remote wipe of the device. MDM is fully integrated in the operating system.
Thus, when configuring devices using Microsoft Exchange ActiveSync or
Windows Intune, no additional MDM client is required.

Malware Resistance: We have also analyzed WP8’s capabilities to resist mal-
ware. Results of this analysis are discussed in the following.

– API and IPC: Compared to Android, the WP8 platform provides a restricted
API and very limited IPC capabilities for third-party applications only and
is hence basically comparable to Apple iOS. Also, WP8 provides no wide
support for the definition of background tasks. For instance, voice recording
and the use of the smartphone camera are not possible in background tasks.
This avoids the feasibility of spyware.

– Resistance against rooting: WP8 devices include UEFI Secure Boot for veri-
fying the integrity of the operating system. Each software component loaded
at boot time is verified and checked for a valid signature. As each component
has to be signed by Microsoft, modified versions of the operating system or
alternative boot components, which grant root access to the device, cannot
be executed in theory. In practice, the situation with WP8 appears to be
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advantageous compared to Android or iOS. However, WP8 is still a quite
new platform and time will show if it is indeed more resistant against rooting
than other platforms.

– Integrated security features: Similar to Android and iOS, WP8 follows a
sandboxing approach (so-called chambers) to avoid that applications influ-
ence each other negatively. WP8 also implements a permission system (so
called capabilities) that allows users to define the available functionality for
an application. As an additional security feature, WP8 does not allow ap-
plications to share data. Each application can only access its own isolated
storage. Similar to iOS, applications for Windows Phone 8 can only be in-
stalled from the Windows Phone Store or being distributed via a company
account to employees. Thus, users cannot install applications from e.g. e-
mails or untrustworthy download locations. To prevent malware, Microsoft
applies a rather strict review process for third-party applications distributed
through the Windows Phone Store.

– Availability of updates: Although Windows Phone 8 devices are distributed
by multiple hardware vendors, Microsoft is in full control of the Windows
Phone 8 platform. Except for some small extensions on Nokia devices, all
WP8 handsets run the original version of the operating system. Feature up-
dates, bug fixes, and firmware updates from hardware vendors are distributed
directly by Microsoft and should be available frequently.

5 Assessment

The results obtained from the conducted platform analysis build the basis for a
concrete assessment of the investigated smartphone platforms’ suitability for m-
government related use cases. In particular, we assess the two previously defined
concrete use cases by answering the research questions that have been defined in
Section 2. We finally use the results of this assessment to rank the investigated
platforms according to their suitability for mobile government.

5.1 Internal Usage

This use case covers scenarios, in which governments and public administrations
allow their employees to use smartphones in order to improve the efficiency of
internal processes. Either these smartphones are issued by the employer, or em-
ployees are allowed to use their own private smartphones following the BYOD
approach. The integration of smartphones into internal processes raises several
challenges for governments and public administrations. These challenges are re-
flected by the research questions Q1 to Q3 defined in Section 2.

Considering the results of the conducted platform analysis, research question
Q1 can be answered as follows. As for all analyzed platforms access protection
and encryption is optional and needs to be manually enabled, the availability
of appropriate MDM solutions is obviously an important requirement. The con-
ducted platform analysis has shown that MDM is rather difficult to implement
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and use on Android. Main reasons are the need for additional client software
and the increasing fragmentation of this platform. Another important point is
Android’s weak resistance against malware compared to other platforms. Sum-
marizing, in order to answer research question Q1, we can state that Android
should not be chosen when supplying employees with smartphones. Apple iOS
and WP8 appear to provide a similar level of security and suitability for this use
case. However, while much experience is already available for the iOS platform,
WP8 is still a rather new platform and still has to prove its practicability.

Similar considerations apply to research question Q2. However, if employees
are asked and allowed to bring their own devices, slightly different requirements
need to be considered. The most important aspect in this case is fragmentation,
as employees usually own and use a broad spectrum of different end-user devices.
Again, the conducted analysis has shown that Android is disadvantageous in
this context as it shows the highest degree of fragmentation of all evaluated
smartphone platforms. To answer research question Q2, we can hence state that
the support of Android cannot be recommended in BYOD programs. Again,
WP8 and iOS are more suitable to meet given requirements and are thus more
suitable when following BYOD approaches.

Considering research question Q3, the conducted platform analysis has re-
vealed that Android provides definitely more functionality than the rather re-
strictive platforms iOS and WP8. However, the drawback of this increased func-
tionality is a higher vulnerability against malware and attacks. The selection of
an appropriate platform hence has to be made subject to security and function-
ality requirements of the given scenario. In any case, decision makers need to be
well aware of the given trade-off between security and functionality.

In summary, reliance on the smartphone platforms iOS and WP8 is sug-
gested for this use case. The use of Android cannot be recommended due to the
platform’s security vulnerabilities and its increasing fragmentation. If decision
makers still decide to rely on Android due to its improved functionality, they
need to be well aware of potential security-reducing consequences.

5.2 Citizen Applications

This use case describes scenarios, in which public administrations provide citi-
zens with smartphone applications for a more efficient and convenient conduction
of governmental procedures. This use case raises several challenges that are re-
flected by research questions Q4 to Q6 defined in Section 2. Although these
research questions cover different aspects, they can be condensed to one central
question: Which is the most suitable smartphone platform for this use case?

Considering the demand to reach as many citizens as possible, Google An-
droid and Apple iOS definitely need to be considered as potential target plat-
forms. However, market share is not the only criterion that needs to be consid-
ered. The choice of an appropriate target platform also depends on the context
and on the requirements of the smartphone application that is to be provided
to citizens. If functionality is the most important criterion, Google Android is
definitely a good choice as it allows for more powerful applications than iOS
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or WP8. However, in many cases, m-government applications process security-
and privacy-critical data. Hence, security is often a key requirement that needs
to be met. For such applications, Android is often not the best choice due to
the platform’s vulnerability to malware. For security-critical applications, Apple
iOS and Microsoft WP8 should be chosen as target platform instead.

5.3 Platform Ranking

We have used the obtained results of the conducted platform assessment to rank
the investigated smartphone platforms according to their capabilities to meet
requirements of e-government use cases. For each defined research question, we
have ranked the three platforms accordingly.

Fig. 1. Ranking of the assessed smartphone platforms according to identified research
questions.

As shown in Figure 1, Apple iOS turns out to be the overall winner when
directly comparing all rankings of all platforms. Google Android is successful
especially in use cases and scenarios, in which functionality is more important
than security. For security-critical scenarios, Android is not an option. After
a first analysis, Microsoft Windows Phone 8 can be assumed to be closer to
iOS than to Android in terms of functionality and security. However, being a
relatively new platform, WP8 still has to prove its capabilities to provide an
appropriate level of security and functionality in practice.

6 Conclusions

In this paper, we have assessed the capabilities of the three popular smartphone
platforms Google Android, Apple iOS, and Microsoft Windows Phone 8 to be
used in different use cases related to e-government and mobile government. For
this purpose, we have identified relevant security properties of smartphone plat-
forms. We have then analyzed the above-mentioned platforms according to these
security properties. Based on the results of this analysis process, we have finally
assessed the platforms’ suitability for m-government use cases.
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Results show that there is a trade-off between the provided functionality of a
smartphone platform and its security. Considering the fact that m-government
use cases very often define strict security requirements, especially the platforms
Apple iOS and Microsoft WP8 have turned out to be suitable for m-government
use cases. Although Google Android can be an option in special cases, the use
of Android can in general not be recommended due to various unsolved security
issues of this platform.

By identifying strengths and weaknesses of different smartphone platforms,
this work supports responsible decision makers of governments and public ad-
ministrations to make the correct decisions and to choose appropriate target
platforms when deploying smartphone based solutions. This way, this work en-
hances the development of secure and useful m-government applications at an
early stage and helps to employ the potential of smartphones to further improve
governmental services.
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