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CSl:Rowhammer — Cryptographic Security and Integrity against Rowhammer

Generic approach to data integrity protection

Detect all data integrity failures with a MAC

Best effort correction

All Rowhammer attacks are DoS in the worst case
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e MACs cannot correct bit flips

o 1 e Brute force search with approximate equality

0010110100101101 2% 01011010

MAC from DRAM —— 01010010 v

e Parity bits to shrink search space
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CSIl:Rowhammer — Advanced Error Correction

e OS has some knowledge about the corrupted data

e Reload disk backed data instead of correcting

e Recompute data (page tables)
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\/’ e Implemented CSl:Rowhammer in gem5
~— Modified Linux kernel

2000

Evaluated correct functionality

Evaluated performance overhead
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e Approximate Equality
e Silent Data Corruption rate less than once per 10° billion years.

e Rowhammer second preimage after one year: 9.75-107° %
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Read the Paper:

Corruption exception nesting detection

Virtualization with or without guest support

e Many more interesting implementation details

Detailed security evaluation
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