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Key-dependency in a Differential Characteristic
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Potential Remedies

Ô Experimental verification

Infeasible for low-probability characteristics

x Identifying and checking constraints [PT22]

Cumbersome to implement
Experimental verification of probability is hard

¥ SAT-based verification

Create simple cipher model in SAT
Recover more information about characteristic
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Our Tool

Input

Cipher description as CNF
Differential Characteristic

Output

Estimated probability averaged over all keys / specific key
Estimate number of valid keys
Find necessary conditions for valid keys
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Creating the Cipher Description

Encode block cipher as a CNF

Linear layer
S-boxes
Key schedule with round constants

Active S-boxes need additional constraints

Must follow solution set {x, y : S(x) = y ∧ S(x ⊕∆i) = y ⊕∆o}
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Applying a SAT Solver

Use a SAT solver to verify whether any solution exists

can detect impossible characteristics

Solve with a SAT solver for many random keys

approximate the number of valid keys
SAT Solver might learn clauses over the key
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Background: Approximate Model Counting

We use ApproxMC [SGM20]

Given tolerance ϵ, confidence δ and a CNF formula F

output approximate number of solutions c

(1 + ϵ)−1 · |sol(F)| ≤ c ≤ (1 + ϵ) · |sol(F)| with probability p ≥ 1 − δ

� use this to count probability
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Counting number of valid keys

The model counter provides one extra input:

the sampling set
→ count how many assignments for this subset of variables exist

use this to count key space
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Results

MIDORI-64 with characteristic [ZHWW20, Fig. 2] (p = 2−52)

✓ verify probability = 2−52 (11 seconds with δ = ϵ = 0.1)
✓ estimate key space: 2111 (10 seconds with δ = ϵ = 0.1)
✓ find 17 linear conditions on key bits (2.5 seconds)

GIFT-64 with characteristic [ZDY18, Table 4] (p = 2−59)

✓ estimate key space: 2125

✓ K8,0 = K10,0, K24,1 = K26,1, K25,1 = K27,1 (5 seconds)

GIFT-64 with characteristic [LWZZ19, Table 2] (p = 2−42)

✓ estimate key space: 2124 (4 seconds with δ = 0.1, ϵ = 0.1)
✓ K8,1 = K10,1, K9,1 = K11,1, K24,0 = K26,0, K25,0 = K27,0 (3 seconds)
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Conclusion

Framework for verification of differential characteristics

Easily extensible for more ciphers

Many different use-cases

Verify probability for average / fixed key
Measure size of key space
Find necessary conditions on key bits
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